Historic,  archived  document 

Do  not  assume  content  reflects  current 
scientific  knowledge,  policies,  or  practices 


CULTUi^'S^"^  ST.'ilES  DlilPAHTMa^T  OF  AGRIClTLTmiE 
Director  of  Information 
Washington 


:i  D  c 


"Library 

CURRENT  simx  ffmno 


U.S.  r*' 


Jmie  1,  19^3 


OFF  ICS  OF  I'JFOia''lATION  IIMOHAlIiUi:  NO.  50 
Supplement  1 

Establishing  a  Security  -Advisor^'-  Board  to  Fa- 
cilitate  the  Operetions  of  Security  Officers. 

Attached  is  a  copy  of  Supplement  No.  1  to  OWI  Regulation  Ho.  U  vhich 
estalDlished  in  each  Government  department  a  security  officer  charged 
with  safeguarding  information  which  might  -orcve  of  aid  or  comfort  tt 
the  enemy.  Supplement  1,  dated  lisy  I9,  19^3,  establishes  vdthin  the 
Office  of  ^'Slt  Information,  a  Security  Advisory  Board  consisting  of 
Army  and  Navy  officers.  Rear  Admiral  Richard  P.  HcCullough,  U.S. IT. 
Ret.,  v.dll  act  as  Chairman. 


Acting  Director  of  Information 


Attachment 
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9 


OFFICE  OF  '.YAR  IMP^GR.'tATION 
WASHI^TGTOrJ 


TTay  lO,  1943 

"0:  The  'loads  of  all  Departnents  and  Agoncies 


In  tl'.e  nenorandurn  of  Sentenber  2n,   1942  acconnanyinp, 
0T7I  Regulation  TIo.  4,  I  suirxested  that  a  trusted  official  of 
each  a,n;ency  be  designated  as  Security  Officer  to  assist  in 
providinp;  uniforn  safeguards  over  inf orination  which  night  prove 
of  aid  or  confort  to  the  oneny.     I  also  stated  that  this 
Office  stands  reaoy  to  offer  such  assistar.ce  as  is  possible 
in  facilitating  the  operations  of  your  security  offdcor. 

To  imi^lenent  this  v>olicy,  I  have  nov;  issued 
Supplement  TIo.  1  to  orJl  Regulation  TIo.  4.,  establishing  a 
Security  Advisory  Poard  to  facilitate  the  operations  of 
security  officers.     Copies  of  the  Regul?.tion,  and  the  Supple- 
ment, are  attached. 


V 


Elmer  Davis, 
Director 


Attachments 
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OFFICE  OF  "'AR  IITFOTIATTOIT 
VJASniTTrTON 


"ay  19,  1943 

0".'I  R"GUT,ATTO;^  ?'0.  4 
Supplenent  Mo,  1 


1.  There  has  b'jen  established  within  the  Office 
of  "'ar  Information,  a  Security  Advisory  Roard.     This  Po'jird 
consists  of  Amy  and  Navy  officerc.     The  detail  of  these 
officers  to  the  Security  Advisory  Foard  was  authorized  by 

the  .joint  chiefs  of  Staff.  Rear  Adniral  Rich.ard  P.  '''cCullou[i;Vi, 
U.S.IJ.  Ret.,  will  act  as  Chairman. 

2.  The  Security  A.dvisory  Roard  will  serve  a."  an 
advisory  and  cf.iordinatinr:  b"iard  in  all  natters  relatinr  to 
oarryinj  out  thn  provisions  contained  in  CA'!  Regulation  No.  4. 

3.  The  ;-3oard  will  be  located  in  Roon  5611,  Social 
Security  Building,  ''Tashinrtrin,  D,  C. 
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OFFICE  CF  VIAR  TITFORT'ATION 


ViTASHIITTOII 


Septonb^r  26,  1912 


TO  THE  ITEADS  0'-'  AIL  nT??ART' TETIT 


The  neccscily  frr  a  uniform  pr\ct:lce  witliin  the  Govornnont  v;ith  reg'.ard  to 


the  security  of  inforr^atjon  has  [>oco~e  b  /matter  of  fo^'^  urgency,     '^ractico  has 
diffored  markedly  a-ion.^  the  departments,  with  the  result  that  so'rie  docurnents 
whicli  should  ho.ve  been  treate'i  as  se..;rot  have  been  permitted  too  free  a 
circulation,  v;hjle  others  %vhich  v/ere  in  no  sense  secret  or  confidential  have 
been  im-'^ro  :)erly  classified  in  these  catcgorie;} . 

In  order  to  further  ur iforn:' ty  in  this  regard,   T  };aTe  issued  the  attached 
regulations.     Tt  is  to  be  notod  that  those  reculatlona  provide  only  a  mininun 
standard.     It  v/ould  be  advi  sr.ble  for  each  f:.^ency  to  adopt  such  additional 
rcjgulations  as  would: 


Infor:;ation  in  acoordai.ce  '.vith  tlie  re.,uireriontc  of  tiie  arency;  and 
b.     Provide  for  aporopriate  hanllinp:  and  saf ef];uarding  of  classified 
infomation  in  accordarico  v/ith  the  partic'jl;\r  organization  and 
routines  of  the  agency, 
I  believe  t'lat  the  security  of  infer. ration  v/ould  be  considera^"'ly  advanced 
if  each  agency  hax'ing  classified  infor-'&tion  v.-ero  to  designate  a  trusted  official 
as  a  security  officer.    Hay  T  ask  yo\*  to  be  good  enough  to  naV-e  such  a  designation 
vd  thin  your  own  agency. 

This  Office  stands  r^udy  to  offer  such  assistance  as  is  possible  in 
facilitating  the  operations  of  your  security  officer. 

The  Director  of  t}ie  Pr.reL.u  of  the  Pudget  v;jll  continue  to  exercise  his 
responsibilities  under  Elc^cutive  Order  9103  in  accordance  with  paragraph  10  a 


a. 


Make  nore  sr-ocific  the  general  re^i'lations  of  thLe  Office  of  War 


of  the  enclosed  regulations. 


Enclosures 


Elner  Davis 
Director 


Issued:  Set)tember  2S,        _  .  . 
Ariended-as  of  lU  ver^ber*^  13, 194? 


TO  TIL^  HTilADS  OF  ©IFClfTI^'H;  DEPARTT*CnTS, 
GOV!i:?;r'^T..r  a^:^:CIES,  I:TCU.TDI:JG  COH?0?ATir.i:S: 


Tn  ordex^  to  provide  im'ifcrm  safei^iards  over  information  which  mif^ht  prove  of 
aid  or  corafort  to  the  oneny  axid  to  prev-^ni;  uuduo  restriction  of  information  ■which 
may  appropriately  bo  made  available  to  the  public,  the  f oLlov.'in<r.  re;tulations  are 
hereby  Issued  by  virtue  of  t!ie  a\rthority  vesteo  in  ne  by  Executive  Order  G18E, 


1.  DE^LiTTT-'I8 


a.  The  tera  "inf oraation"  as  used  lierein  shall  include  doca^a^^nts,  naps, 
charts,  blueprints,  phctoKra;)hs ,  'models  or  other  materials  which 
convey  infomation  relating  to  national  d.cfense,  as  well  as  copies 
thereof  obtainei  by  any  means  of  reproduction  or  transcription. 

b.  The  tern  "classified  information"  shall  de5if:;nate  information  re- 
lating to  notional  defense  roquiri-i::  spect'al  rroviszon  for  safe- 
guardin;'.-.     Inl'Grnation  v.'h.ich  neerls  no  saf.eguarding  shall  be 
referred  t^^  as  unclassified  inf orm'xt ion . 

0.     Triere  shall  be-  t^ire'3  cxterories  of  classified  inf donation  as  follows: 

Secret  InT'omation  is  information  the  disclosure  of  which  nirht 
endanger  national  security,  or  cause  serious  injury  to  the  TIation 
or  ;iny  governj-iental  activity  thereof. 

Confidential  Information  is  information  the  disclosure  of  v/hi  ch 
although  not  en d'in.ger Ing  tlse  national  security  v/ould  impair 
the  effectiveness  of  governmental  activity  in  the  prosecution 
of  the  war. 

Restricted  Information  is  information  the  disclosure  of  '.vhich 
'shcnild  be  limited  for" reasons  of  a dm.ini strati ve  privacy,  or  is 
inform.ati  on  not  classified  as  confidential  because  the  benefits 
to  be  gained  by  a  lov;er  classification,  such  as  permitting 
v/idsr  dissemination  where  necessary  to  effect  the  expeditious 
accomplishment  of  a  ijarticular  project,  outweigh  the  value  of 
the  additional  secur-lty  obtainable  from  the  higher  classification. 

d.     Documents  such  as  books  or  pamphlets,  the  pages  of  v-i-hich  are  perma- 
nently and  securely  fastened  together,  shall  receive  the  most  re- 
strictive classification,  if  any,  which  is  attached  to  any  of  the 
material  contai.n-^d  therein.  . 

2.     AHTHO-nr^  TO  CL.^SSIFY 

The  head  of  each  Federal  agency  or  his  designated  roorospntative  shall 
classify  information  as  secret,  confidential,  or  restricted  if  the  char- 
acter of  the  inl'orm-Ttion  indicates  tlin  need  for  such  classification. 
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The  authority  nakinf,  tl:e  orijrinal  clHSsifio  •tion ,  or  superior  authority 
•within  the  arency,  mav  cancRl  or  ohango  the  cla"sifioaticn  of  a  docurient, 
or  may  dirsot  such  carcellation  or  change, 

3.  OV^IlCTASSTF^CATTn>: 

Do^urionts  or  nxtcrials  rc.juiring  clavscif ication  shall  bo  acsirned  the  least 
restrictive  classif ication  consistent  with  the  proper  saf eguardinr;  of  the 
infornation  or  material .     Co.rc  should  be  taken  to  avoid  overclassif ication, 
particularly  in  cases  v;here  undue  restriction  "lay  prevent  disseminsti  on  of 
inf or'nation  v/hich  should  properly  be  disclosed  to  th-.j  public  or  to  Con';^ress, 

4.  JDSTTIFICATI^T'  0^^  CL'^SSI'^I^T")  IITORJ'ATIOH 

8..     Classified  documents,  such  as  books  or  pamphlets,  the  pac-es  of  v/hich 
are  permanently  and  securely  fastened  together,  shall  be  plainly  marliod 
secret,  confidential,  or  restricted  on  the  covnr,  title  par^e,  and  first 
pajy.- .     Classified  commurTi cations  arTd  oth  r  mat  .rial  not  permanently  and 
securely  f  isten<?d  together,  shall  be  marked  or  stamped  \vith  the  appropriate 
classification  at  the  ton  anu  bottom  of  uaoh  pa^'e.     The  marking  at  the  top 
shall  be  so  placed  thr-.t  it  will  not  be  hidden  from  viev;  v/hen  the  pages  are 
clipped  or  star)lod  togot.her. 

Classifi^jd  maps  and  photomaps  shall  be  appropriately  marked  under  the  scale. 

b.     Documents  containing  classified  inform.ation  fiirnished  persons  other 
than  those  in  the  Federal  servioe  shall,  in  a.iditlon  to  bein";  marked  secret, 
confident:  al ,  or  restricted,  bear  the  follov/ing  notation: 

"This  document  contains  information  aff;-cting  the  national  defense  of 
the  ^Tnited  States  v.lthin  the  m..aning  of  the  Espionaite  Act,  50  U.S.'l., 
31  and  3?,  as  amended.     Its  transmission  to  or  the  revelation  of  its 
contents  in  any  manner  to  an  un'.uthorized  person  is  prohibited  by  lav;," 

5.  DISSEMINATIOr  0?  CUSSTFIED  INI'WIATtoN 

u.     No  person  is  entitled  solely  by  virtue  of  }iis  office  or  position  to 

knov;lodge  or  possession  of  classified  information.     Except  as  provided 
by  subsections  (d)  (3)  and  (d)  (4)  belov/,  sv.oli  information  is  entrusted 
only  to  those  individuals  irhose  official  duties  require  such  informytion. 

b.  The  head  of  each  agency,  or  his  duly  authorized  representatives,  shall 
maintain  lists  of  p.;rsoris  receiA'inn;  secret  informition  and  lifits  of 
persons  receiving  confidential  inf o'^mat ion  from  that  agency, 

c.  The  head  of  each  agency  may,  by  regulation,  provide  for  the  registra- 
tion of  secret  or  confidential  information, 

(1)  The  distribiition  of  secret  matter  shall  be  held  to  the  absolute 
minimum, 

(2)  Conf id:jnt ial  information  shall  bo  disci os^id  only  to  those  persons 
in  the  service  of  th'.  ^'nited  States  ■whose  duties  rjquire  that 
they  have  such  knowledge,  except  as  hercinaft;  r  provided. 


I 
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(3)  Restricted  inf orn^.tion  nay  be  riven,  when  for  the  pood  of  the 
Federal  service,  to  any  person  I'nov.Ti  to  be  in  that  service, 
provided  that  the  consent  of  the  orip^inatinr;  agency  is  secured; 
but  shall  not  be  released  or  conniunicated  to  the  p\iblic,  the  press, 
or  any  other  af';oncy  through  v;hich  infomat:^on  may  be  diss  .iminatod 
to  the  public. 

(4)  Under  lonusual  circumstances  classified  information  may  be  entrusted 
to  persons  not  in  the  employ  of  the  Federal  '"rovernment  v/hoso 
special  services  to  the  United  States  require  such  information  for 
the  more  effective  rendering  of  such  service,  provided  that  the 
consent  of  th.j  originating  agency  is  secured. 

(5)  Classified  natters  shall  not  be  discussed  in  personal  correspon- 
dence.    Secret  matters  shall  not  be  discussed  over  the  telephone, 
necessary  references  made  to  confidential  natters  over  the  tele- 
phone shall  be  held  to  th  3  lov;est  practicable  minimuin. 

(6)  Tie  sijcr-jt  or  confidential  infornation  shall  bi  sent  in  clear  over 
leas'jd  or  private  v/ire,  whether  telephone,  telegraph  or  telet;y'pe, 
or  in  clear  over  tuiy  scrambling  device  unless  the  design  and 
installation  have  been  approved  by  the  Signal  Corps  of  the  U.  S. 
Army,  or  other  appropriate  authority. 

RESPOrSIBJLITY 

Each  agency  shall  accord  to  matter  classified  by  ;iny  other  agency  the  tyoe 
and  degree  of  care  in  handlinr:  that  is  required  by  the  clas sif ic?.tion 
marked  thereon.     The  safeguarding  of  cl\ssifie(}  information  is  the  respon- 
sibility of  all  employees  of  the  Federal  lovernm.ent.     Classified  information 
shall  b3  discussed  by  persons  having  access  thereto  only  v/ith  other  persons 
authorized  to  hn.V'i  access  to  the  same  information. 

?IA'TLING  q:^  CJ^.SSTFI^D  T.!-IF0R"ATI0!; 

(1)  Documents  or  oth:.r  materials  containing  secret  information  v;?ien  not  in 
use  shall  be  kept  locked  in  the  most  secure  safe  or  other  container 
availftble  and  in  the  absence  of  an  autliorizod  employee  of  tlio  Federal 
Gox'-ernment,  the  door  or  doors  of  the  room  in  v/hich  th  j  safe  or  other 
container  is  located  shall  also  be  kept  loclcod. 

(2)  Documents  or  other  materials  containing  'confidential  information  shall 
be  kept  in  a  locked  container  v;h -n  not  in  use. 

(3)  Documents  or  other  materials  containing  restricted  information  shall 
be  stored  o.nd  hendled  in  such  a  manner  as  to  insure  a  reasonable 
dcgf'ce  of  security. 

(4)  Cipher  tables,  alphabets  and  keys  shall  not  be  kept  in  the  same  con- 
tainer as  the  code  books,  documents  r^i'l  devices  to  v/hich  they  apply, 

(5)  Tn  all  agencies,  appointed  officers  shall  make  an  inspection  immediately 
before  the  close  of  business  to  insure  that  all  secret  documents  and 
cryptographic  devices  have  b.^r-n  properly  and  safely  put  away. 
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((:)  Docum^3r.ts  or  other  materials  cont°dninf^  seorot  or  confidential  infor- 
mation ivh:.ch  -^re  to  ho  transr.ittod  from  ono  parson  a.uthoriz--;d  to  hnve 
s\ich  informtion  to  rinother,  oxcopt  v:]iGn  p!.)rsonfxlly  delivered  by 
specially  authorized  personnel,  shall  be  enclosed  in  an  inner  and 
outer  cover.    The  inner  cover  shall  bo  a  se?.led  r/rnpper  or  envelope 
olainly  niarked  secret  or  confidential  and  the  outer  cover  shall  be 
scaled  -iri  1  addressi''d  vrith  no  notation  to  indicate  its  secret  classifi- 
cation.    Secret  or  confidential  information  v.hen  delivered  by  other' 
thcin  sp  -.cially  axitliorizsd  personnel  shall  be  transmitted  by  rof^istered 
mail.    Restrict jd  information  m.ay  be  delivtired  by  any  authorized 
r.easenpor  or  transmitted  by  ordinary  mail.     In  no  case  shall  the  out- 
side envelope  indicate  the  classified  nature  of  the  contents. 

(7)  \Jpon  dir  xtion  of  competent  authority,  classified  information  shall  be 
destroyed  in  such  a  fashion  as  to  render  it  useless  o.nd  to  prevent 
any  possibility  of  its  falling  into  the  h-ar;  ds  of  an  unautr>.ori  zed 
person. 

Preliminary  drafts,  carbon  sheets,  plates,  stencils,  stenographic 
notes,   'md  vnrl-:  sheets  containin^^  classified  data  shall  be  destroyed 
by  the  person  responsible  for  their  production  immediately  after  they 
have  served  their  puroos'.i  or  sh'^ill  be  p-iven  tlie  same  classification 
and  safeguarded  in  the  same  m.anner  as  t}ie  material  produced  from  them. 

(8)  Special  procedures  shall  bo  inrtitutf-d  by  each  af^ency  in  mail  rooms 
and  in  duplicating  and  tabulating  units  which  v/ill  insure  handling  of 
secret  and  confidential  information  only  by  specially  authorized 
employees . 

(9)  Each  a{',ency  sending;  or  receiving  secret  or  confidential  messages  in 
cod3  or  cipher  shall  appoint  u  cr^.'ptof^ra  jhic  security  officer  v/ho 
shall  be  the  custodian  of  cryptographic  material  and  shall  be  respon- 
sible for  all  measures  necessary  to  insure  cr^/rptopiraphic  security 
under  appropriate  regulations  issued  by  th'-;  head  of  the  a.<r,ency. 

8.  RWIUTIOrS  TO  BE  ISST^ED 

Th-j  head  of  each  agency  shall  issue  such  further  regulations  as  ho  may  deem 
necessary  to  enforce  the  provisions  of  this  order  and  shall  asrume  respon- 
sibility for  its  enforcement. 

9.  ESPTT'AOE  ACT 

Attention  is  directed  to  t]ie  follov/ing  extract  from  the  Espionage  Act  con- 
corninr  unla^vful  disclosxiro  of  military  information  through  v/illful  action 
or  gross  negligency. 

"^Tho  ever ...  .being  it'trustod  with  any  document ...  relating  to  the 
national  defense,  v/illfully  communi  cat^s . . .  .the  same  to  any  person 

not  entitled  to  receive  it,  or  v/illful ly  fails  to  deliver  it  on 

demand  to  the  office  or  employee  of  the  United  States  entitled  to 
receive  it;  or  ...  through  gross  negligence  permits  the  s:ime  to  ba 
removed  from  its  proper  place  of  custody  ...  shall  be  punished  by 
imprisonment  for  not  mor-^  than  ten  years  and  ma*.',  in  the  discretion 
of  the  court,  bo  fined  not  more  than  $10,000." 


Subject  to  tli.es'3  rof^ulations  ind-  such  f'.irth'-r .  regulations  a's  may  be 
issued  by  the  Jircctor  of  the  Office  of  VJ'xr-  Information,  the  cl'issifi- 
c:ition  and  publication  of  statistical  inf or-r.:tion  shall  bo  in  accord- 
ance with  deterrnin'-.tions  made  by  the  Director  of  the  Bureau  of  the 
Budget  as  provided  in  Executive  Order  9103. 

These  r'.jgul'^tions  shall  take  effect  immediutely  and  shall  remain  in 
effect  until  further  notice. 


Slmer  Davis 
Director 


